IN THE NEWS

Are you cybersecure?

Wayne Howell warns that the industry must start taking cybersecurity more seriously . ..

[UK] Across the UK in 2023, the
government estimates there
were 2.39 million instances of
cybercrime. Rising instance of
cyberattack and the advent of
state-sponsored attacks has led
governments across the world
to invest in both education and
legislation.

Does this affect us in the
entertainment technology world?
To date, the media reports tend
to be of financially motivated
attacks - an opera house box
office, a theatre’s bank account
and so on. But what could
happen if hackers actually got
into the entertainment
technology networks in your
venue? Should we care? And
who would want to hijack control
of the lights in my local theatre in
the first place?

ANALYSING THE THREAT
I've been working for many
years at the ESTA TSP
(Entertainment Services and
Technology Association
Technical Standards Program).
The TSP is an ANSI-accredited
organisation that makes the
standards we use every day,
such as DMX512, RDM and
sACN. Some years back we
started looking at the question
of network security and
recently have gamed potential
scenarios . . .

Scenario one: Hackers take
control of the networks at
a major venue. They access
building management and cut
all the house and safety lights,
then trigger the fire alarm. They
hack into the sACN and Art-Net
networks to kill all the stage
lights and jam the fog machines
to full power. In a pitch-black
venue, with the air full of smoke
and panic, injury is likely.

Scenario two: Hackers
access the lighting network at
a venue used for political
conferences. They record the
SACN data and use visualisation
software to triangulate the
position of high-profile
individuals on stage.

Have | been reading too
much Tom Clancy? Perhaps
- but I hope it makes my point
that we must start caring about
cybersecurity.
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DEFENCE STRATEGIES

So, what can we do to combat
or reduce these risks? There are
essentially three aspects:
training, infrastructure, and
technology.

Training is about ensuring
venue staff understand what to
do in an emergency. Clearly this
has a big cross-over with health
and safety. | particularly feel our
industry is weak with touring
and temporary staff. | regularly
go to sites to commission or
fault-find. If it's a building site
there will always be rigorous
induction. If it's a theatre . . .
well, | can't remember the last
time | received any instruction.
Training needs to specifically
address cyber threats: how will
you get lights on if you're locked
out of your network?

Infrastructure is about
regularly risk assessing your
equipment and networks. The
National Cyber Security Centre
(NCSC) has a 10-point plan,
which is a good start (www.

ncsc.gov.uk/collection/10-steps).

But, it would be great to see

organisations like PLASA and

the ABTT work up

a recommended practice.

Perhaps the excellent Ye/low

Book could have a new section.

Many of the items that

should be addressed are trivial,

but oft neglected:

* Open connectors in public
areas. It is useful to be able

to plug in network-remotes
during the lighting-focus, but
leaving active RJ45s in public
areas is a vulnerability.
Default passwords. | still
come across equipment with
passwords left at default,

set to an obvious word or
disabled.

Internet connectivity. Most
entertainment networks need
internet connectivity during
prep and rehearsal - but does
it need to be active during
show time?

Unprotected Wi-Fi. Probably
the biggest flaw is the Wi-Fi
Access Point plugged into the
lighting network for checking
the rig. When was that
password last changed?
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Technology provides the biggest problem. The
reason is simple: as an industry we dropped the
ball. We should have developed secure
technology years ago. We didn't. We ignored the
problem and persisted in telling users that ‘it will
be fine so long as you aren’t connected to the
internet’. This is no longer practical advice and,
in any case, what if the lighting console was hit
with malware during prep at the hire shop?

To be fair, the IT industry did the same. For
many years it has permitted users to leave
passwords set to default.

NEW INTERNATIONAL LEGISLATION

When an industry drops the ball, government
invariably legislates. That's where we are now,
and the entertainment technology industry has
its work cut out. | estimate that over 90% of
current networked lighting products could be
illegal to sell in the US, UK and EU within a year.
Think consoles, moving lights, gateways,
dimmersetc. ..

US STATE OF PLAY
The international legislation aimed at tackling
cybersecurity started in California with California
Senate Bill 327 (SB327). This was very much
triggered by the appalling lack of security in the
first swathe of loT (Internet of Things) products.
SB327 contains a number of requirements
that range from annoyingly ambiguous ('. . .

The gold standard

shall equip the device with a reasonable security
feature . . . appropriate to the nature and
function of the device’), to very specific (e.g. that
the pre-programmed password be unique to
each device manufactured).

This document contains a lot of
requirements, but the two big takeaways are
that default passwords are banned and an
‘on-boarding” mechanism is required.

I purchased a new Netgear ethernet switch
recently and the impact of SB327 was
immediately apparent as | unboxed the unit.
Before | could use the product, | was required to
setup a Netgear cloud account, connect the
switch to the internet, on-board the switch to my
cloud account and then set up my switch
password. Interestingly, Netgear is attempting
to monetise this by suggesting you pay
a subscription for its enhanced cloud!

SB327 became law in 2018. | would suggest
that the bulk of networked lighting products
being sold into California are not ‘legal’. SB327
- or variants thereof - is expected to roll out in
four other US states this year.

Read the details here: //plasa.me/sb327

THE BRITISH SITUATION

UK legislation is also moving forward, with the
‘UK Product Security and Telecommunications
Infrastructure (Product Security) regime’ which
became law on 29 April 2024. This legislation is

For years it's been called the gold standard. Winning an Emmy award
has made it official, recognising the central role our Tessera SX40
has played in the in-camera visual effects revolution.

TESSERA SX40 PROCESSOR

‘We should have
developed secure
technology years

ago. We dian't

We ignored the
problem and
persisted in telling
users that it will
be fine so long

as you aren't
connected to the
internet’.. "
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specifically consumer-orientated, so
manufacturers who can show they only sell
to business may have a get-out-of-jail card.
That said, | personally wouldn't want to rely
on that.

As with the Californian legislation, default
passwords are banned. The UK legislation
differs from the US and EU in that there are
many resources that tell the designer what
they need to do in order to comply.

Read the details here: //plasa.me/ukpsti

EUROPEAN MOVES

Cybersecurity in the EU is managed by
ENISA - The European Union Agency for
Cyber Security. The ‘EU Cybersecurity
Resilience Act” was approved on 24 March
2024 and will be active soon. It leads with
a concept called ‘Secure By Default’. As
would be expected, it bans default
passwords. However, it goes much further
by making the product manufacturer
responsible for a product’s cyber resilience
over its entire life-cycle. | feel that any
reasonable interpretation will see features
such as automatic firmware updating
become mandated.

A side-effect of the legislation impacts
the open source community. The first draft
effectively banned open source. The final
draft backed away from that position, but
places responsibility for ensuring that open
source code has no vulnerability with the
product manufacturer.

Read the document here: //plasa.me/
eucsa

Plus an interesting report on the open
source issues here: //plasa.me/
opensourceissues

INDUSTRY IMPLICATIONS

What impact does this have on
entertainment technology? sACN, RDMnet,
Art-Net and most other protocols in regular
use, do not fulfil the requirements of the
new international legislation.

Let’s look at the problems and what can
or is being done. The first question to ask is
what are we trying to achieve? Any protocol
security improvements must be compatible
with products currently in the field and
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current product lines. If everyone was
forced to buy new equipment, this would
not work. So, what can be achieved is quite
limited from the outset. It will not be fully
secure; it will not offer encryption; both of
these are outside the reach of the
processing power available in many current
products.

INTERIM SOLUTIONS

Authentication is the short-term goal.
Authentication is the method by which

a moving light, for example, can prove the
data it is receiving is authentic and should
be acted upon.

This is achievable with the majority of
hardware platforms on the market and,
equally importantly, puts in the foundations
for compliance with the new international
legislation.

The ESTA TSP standard E1.77,
Authentication Mechanism for ACN
Streaming Protocols is now in development.
It will provide a wrapper protocol that adds
authentication. It is primarily intended for
sACN, but could also be used to achieve
authentication for other UDP (User
Datagram Protocol)-based protocols such
as Art-Net or OSC.
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“Io fix the security
problem more
holistically, the
industry needs

H control standards

that are built from
the ground up with
security inmind .. "

RDMnet is the sister protocol to SACN
and is used to transfer RDM data over the
network. It is a relatively new protocol and
only just starting to get traction. However, it
has no inherent security. The TSP has just
voted to reopen the RDMnet standard and
fix the problem. The good news is that
RDMnet is based on TCP and there are
existing and accepted methods of
authentication, for example TLS (Transport
Layer Security).

LOOKING AHEAD

These two programmes (E1.77 & RDMnet
#2) will take some time, certainly more
than one year. But it is important to
remember that E1.77 is only giving us
authentication. To fix the security problem
more holistically, the industry needs
control standards that are built from the
ground up with security in mind. That
solution is already in development and has
a working title of NextGen. NextGen is

a suite of standards ranging from how to
map colour spaces, to encoding lamp
personality data through to secure
communication on the wire. But it is
five-to-ten years away from full release,
hence the focus on interim solutions. @
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